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Abstract— The global increase in energy demand has led to the modernization of existing power
grids into bidirectional multi-layer grids known as Smart Grids. Effective communication and
routing technologies are the fundamental base of smart grid architectures that ensure reliability
and stability of the established power grid. Initially, the proposed smart grid multi-layer
architecture has been proposed to consist of three network layers being WANs/NANs/HANs that
are composed of multiple applications from power generation and distribution up to the smart
appliances at homes. In this paper, the smart grid network architecture is discussed from the
perspective of the network requirements to match its suitable application and the classification of
routing protocols that are present to deliver data between layers. Furthermore, prominent
challenges are discussed that are possible with the modernization of the existing power grid and
proposed solutions are offered. Finally, reccommendations are presented that ensure the continuous
development of real-time smart grid internetworking that ensure to cope with recent generation
communication technologies.

Keywords—Smart Grids, Networking architecture, routing technologies, cybersecurity,
communication challenges

I. INTRODUCTION

The advancements in current established electrical networks has in hand played a huge role in the
expansion of the on growing energy demand that has been a focal point in the recent decade [1]-[5].
Present advancements in the present electrical network do not solely rely on the advancements in electrical
power system tools, however the modernization of such electrical grids rely on the major role of
communication technology and the efficient networking between multiple clients to achieve the ideology
of Smart Grids (SG) [6]-[10]. Smart Grids have grew popular over the past decade due to their
fundamental concept of bidirectional communication and control applications built within the power
system [11], [12]. The fundamental model created by the National Institute of Standards and Technology
(NIST) founded a multiple-layer architectural model for its integration with the smart grid technology.
The model consisted of sections that are categorized by the consumers, the relevant market, service
provider, mass generation, transmission, and distribution. The developed model provided smart
identification techniques to the multiple domains and communication paths within the smart grid network
[13], [14]. Furthermore, through this architecture interactions between internal and external domains can
be recognized and the possible applications in such domain interaction. As illustrated in fig 1 (b), the inter-
communication between the multiple domains is done through direct or indirect hops based on their
position within the network architecture i.e., the smart grid model. On the contrary, the exhaustion of
traditional grids with the excessive energy demand that is required to be supplied has resulted in an
obsolete electrical infrastructure that may not cope with multiple power quality issues [15], [16].



Therefore, the subsequent upgrade from unidirectional grids to bidirectional smart grids has introduced
various schemes such as advanced meter Infrastructure (AMI) and reading (AMR) as employed

applications within the proposed smart network advancements.

(a)
Stage 1: Stage 2: Power Stage 3: Power Stage 4:
Generation Transmission Distribution Consumer
Main Power Plant
generating power . - .
from various > High Voltage lines [P mv Iln_es _Of MV to LV = Utility Adjacent
. . Transmission Meter loads
available of Transmission
resources
(b)
| «—> Electrical Flows «----» Secure Communication Flows | /
Zi
Y/ ‘L\

N bl " . .
on-renswable Multiple Communication

Networks

Substation Bi\ !
Customers
1

O N AN

Transmission
4 V;‘

/’,ﬂ

‘Rmz\v:b]a

Bulk
Generation

»

.\.\ a

Distribution
=Y A

Markets

Service Providers
Interconnected

Communication

Fig. 1. Comparison between (a) unidirectional electrical grids (b) bidirectional smart grids [17]

Moreover, communication paths are directed through implemented routing protocols that in hand
determine the path of data within the smart electrical network. Consequently, the effective rate of
communication within the network is heavily dependent on the employed routing protocols, hence the
smart grid’s complete efficiency is considered variable based on its routing protocols.

As the abundant attention increases in smart grid development and its internal components [18],
extensive focus is required on the communication protocols and routing metrics. Smart Grids by nature
communicate with various interconnected networks such as HANS, NANs, WANS. Such networking
schemes have their own corresponding routing protocols and Quality of Service (QoS) metrics that are
significant for defining the performance of the smart grid internetworking. Furthermore, present
challenges that relate to security and privacy of networks allocated within the grid, for instance present
appliance’s power consumption needs to be protected from the consumer side. Therefore, routing protocol
classification need to be assessed and discussed as their comparison identifies the different networking
types that are aligned with the specific protocol.

Therefore, this paper will elaborate on the present communication technologies that structure the multi-
layer smart grid communication architecture between different stages. Such communication technologies
present certain network requirements that are aligned with the application situated in the different layers
of the architecture. Furthermore, classification of the routing protocols for HANs and NANs will be
elaborated to provide an overview of their distribution. In addition, prominent challenges in the
networking architecture are discussed to discuss the possible tradeoffs faced in the smart grid multi-layer
architecture and proposed solutions.



II. PRESENT COMMUNICATION TECHNLOGIES AND PROTOCOL CLASSIFICATION

As aforementioned, the extensive requirements for successful interconnected networks that form the
smart grid infrastructure rely on the networking requirements that are essential for its successful
implementation and the data communication between different clients within the network. Various
requirements such as delays, reliability and bandwidth capability are essential when applying such routing
technologies to specific applications to meet a global network standard. Furthermore, common standard
networking schemes are present such as Home Area Networks (HANs), Neighbor Area Networks (NANSs)
and Wide-Area Networks (WANSs). The discussed networks various networking requirements that distinct
them from each other. In addition, associated communication technologies are linked with various routing
protocols that are particularly designated to match the network requirements.

A. Smart Grid Networking Architecture

As previously mentioned, the smart grid architecture allows for bidirectional communication between
various utilities establishes a collaborating structure between multiple networking layers. The subsequent
architecture consists of five layers that make up the smart grid topology. Moreover, the present multi-layer
architecture consists of the power generation layer that is responsible during power transmission from
stations, the power control layer that is solely for the smart monitoring purpose, the communication layer
that is key to ensure bidirectional communication within the network, the security protocols to ensure data
protection from both consumer and utilities and the application layer that ensures successful delivery of
to the consumers based on existing smart grid interfaces [19]. The most fundamental example that is
applicable to smart grid applications is smart metering applications, which fundamentally establishes all
present layers for successful communication from utility grid up to the smart metering application
interface that enables bidirectional communication [20].

Furthermore, the presence of the communication layer is a crucial aspect to enable the bidirectional
environment within the integrated applications from both utility and user-end operators. The present
communication layer is classified into a hierarchy that positions them based on the factors such as the
delivered data rate and the area coverage the network can handle. The prominent networks present in the
communication layer comprise of the following:

e Small Area networks that consist of Home Area Networks, Building Area Networks, and Industrial
Area Networks.

e Medium Area networks consist of Neighborhood Area Networks and Field Area Networks.

e Large Area networks consist of Wide Area Networks.

Fig. 2 provides the classification of the communication network hierarchy with their relevant
requirements. Furthermore, Table I briefly recaps the discussed architecture that composes of five different
network layers that are allocated to fundamentally complete the establishment of the smart grid
architecture.



Area Coverage Bit rate delivery

10 to 100 kilometers Large Area Networks 10 Mbps to 1 Gbps

100 meters to 10 kilometers 100 kbps to 10 Mbps

1to 100 meters 1 to 100 kbps

Fig. 2. Classification of communication hierarchy based on allocated network requirements

TABLE I. CLASSIFICATION OF SMART GRID ARCHITECTURE LAYER

Layer Layer Name Layer Utilization
Hierarchy
(1) Power System Responsible for Transmission and Generation stage at power stations
(2) Power Control Responsible for smart monitoring of power performance through
metering units and sensor applications
3) Communication | Performs bidirectional communication between utilities and consumers
through various area networks and routing schemes
4) Security Main purpose of data protection and encryption
%) Application Delivered smart grid applications for consumer and utility visualization

B. Communication Technlogies and applications for designated networks

As aforementioned, the interactive Smart Grid architecture provides communication between various
domains present from utility and consumer side as illustrated in Fig. 1(a). This in hand applies the present
communication hierarchies to serve appropriately based on the data transmitted for the designated
application. Various communication technologies are applied to match the bit delivery and area coverage
in light of the application utilized and the applied routing mechanism i.e. the type of network [21].

Local area networks classified as HANs/BANS/IANs are specifically designated for utilization within
the consumer premises. Such applications are designated to measure electrical data within the area of
consumers through their appliances within their allocated places. Applications designated with local
networks such as home energy management and building automation are relevant useful applications
within local area networks [22]. Local area networks are not obligated to transmit data at high frequencies,
which correspondingly indicate reduced power consumption, cost-friendly and protected communication
due to its small area. As aforementioned, the minimum coverage such networks provide that range between
1-100m of length and a bit rate of maximum 100kbps rely on communication technologies that are mainly
relevant for the premises perspective. Examples of applicable technologies consist of Wi-Fi technology,
Bluetooth, and Ethernet technologies as well as power line carrier (PLC) communication technologies.
This indicates the support of wired and wireless type technologies for HANs/BANS/IANS.

The second classification of communication networks are medium area networks that are presented by
neighborhood / field area networks. Such networks provide a medium of communication between wide
area networks (WANSs) and local area networks. Applications that deal with data collection such as a smart
metering networks or demand response that capture electrical usage data from bulk consumers and field
devices to the electrical utility companies that take place in the form of substations or data collectors [23].
As Tllustrated in Fig. 2, the prominent upgrade in network requirements is a crucial aspect to support such
kind of applications. Higher rate of data is accountable, and a wider area coverage is supported through
the provided technologies. As a result, established communication technologies can be utilized to support




medium area networks applications, which are classified into wired and wireless communication
technologies. Among the multiple technologies present to implement medium access networks are mesh
networks that are implemented through ZigBee or Wi-Fi technologies as well as Coaxial cables, Digital
Subscriber Line (DSL) and WiMAX.

The third and most crucial classification of network types in the discussed multi-layer architecture are
the Wide Area Networks. Major applications that monitor control and protection of power transmission
lines and power stations utilize these types of networks for fast data response. Applications require the
rapid transmission of numerous data point entries at very high frequencies i.e. in real time operation [24].
Therefore, maintenance of power system stability through smooth communication is very essential to
ensure power quality issues avoidance and real time monitoring response. Essentially, high network
requirements are associated with WAN communication to support large area coverage and rapid transfer
of data. Prominent communication technologies that adopt high network requirements are optical based
communication mediums. Such communication mediums provide high data transfer rate capacities with
minimal delays ensuring smooth communications between substations at transmission and distribution
stages i.e., HV to MV transmission lines. Furthermore, present wide coverage communication
technologies such as Cellular and WiMAX provide large, transmitted data throughput. Additionally, real
time communication technologies such as orbital satellites that are adapted for substations at rural
locations to provide real time response communication at critical levels. Therefore, wide area networks
are highly suitable to deal with possible power system collapse and contagious failure, providing automatic
self-healing abilities to ensure the stability of enormous power plants. Such networks are responsible to
deal with the control of equipment that are instantaneous such as high-voltage direct current (HVDC)
devices where delays are ensured to be minimized in seconds and even milliseconds to ensure large power
system stability through quick data communication.

With present wired and wireless communication technologies, the latter has been more profound due
to flexibility and instant deployment within the smart grid integration. Table II provides a wide range of
smart grid applications with their relevant network requirements. Applications have variable data sampling
rates based on the importance of the application within the smart grid architecture, especially applications
related to the protection and control aspects of large power system networks. In addition, Fig. 3 provides
a recap of the smart grid multi-layer architecture that introduces multiple communication hierarchies
relevant to the applications.
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Fig. 3. Established architecture for multi-layer smart grids and adjacent communication technologies



TABLE II. EXAMPLES OF SMART GRID APPLICATIONS BASED ON NETWORK REQUIREMENTS

Network Application Data size Delay Reliabilit
type y
Premises Automation of Homes 10 - 100 bytes sec >98%
Networks Automation of Buildings >100 bytes sec >98%
Scheduled Advanced metering 1600 - <4 hrs >98%
Infrastructure 2400 bytes
Electric vehicles applications | 100 — 255 bytes <15 sec >98%
Medium Bidirectional communication 50 bytes /
Area between consumer/utility 200 bytes <15 sec >99%
Networks
Protection of wide area power | 4 — 157 bytes <0.1 sec
Wide transmission >99.99%
Control of fast response power 4 -157 bytes | <5 sec up to 2 min
Area . ) o
Networks trapsrrpssmn d§V1ces >99.99%
Monitoring of Wide area >52 bytes <0.1 sec up to 2
power systems min >99.99%

C. Classification of routing protocols

As aforementioned, various communications networks were classified by the IEEE organization in the
year 2010 that in hand introduced multiple communication technologies that meet the routing requirements
for data transmission and permissible delay as per the utilized application within the multi-layer smart grid
architecture. Forwarding protocols are generally categorized based on the type of communication
technology used i.e., wired and wireless communications. Extensive discussion about the multiple routing
protocols was elaborated in the literature based on the communication technology criterion that discussed
various routing protocols that adapt to HANs, NANs and WANSs [6], [13], [25]. Power line carrier
communication technology is highlighted amongst all discussed wired communication technology due to
their present deployment in the transmission and distribution network that presented a larger focus in
routing protocol designs [26]. Prospective challenges related to node communication in PLC networks
have raised the intensive research to address challenges related to reliability and data response time.
Furthermore, wireless network topologies are equally important and the reliable communication between
nodes is essential to avoid issues of congestion and data loss due to network noise and other affiliated
factors. Extensive focus has been made on wireless mesh networks (WMNs) due to their communication
nature as compared to other similar wireless communication topologies. The fundamental idea of wireless
mesh networks is the composition of various nodes within the same adjacent network [27].

Distributed Wireless Nodes

|

Subsequent Stations connected to WSN

Fig. 4. Illustration of Wireless Mesh Networks utilizing IEEE standard notations [2]



Nodes that take place such as smart home appliances or metering cabinets are presented as nodes within
the network, and they undergo multiple hops rather than a single hop before successfully being delivered
to the transmission utility that is located at the wide area network. Moreover, the successful node coverage
within the network would provide smooth communication that meets the delay and data transmission
requirements. The development of wireless mesh networks has raised the investment in routing protocol
development for both HAN and NAN based networks and their proposition has been comprehensively
elaborated in the literature and their working. Adoption of communication protocol standards associated
with HANs and NANs used ZigBee and IEEE 802.11 communication protocol standards respectively.

The classification criteria for both HANs and NANs communication protocols presents a wide range
of implemented protocols that have been elaborately discussed within the literature with each
communicating through different algorithms. Type of communication technology i.e., wired and wireless
technologies is a fundamentally used to classify communication protocols for both HANs and NANs
networks. An additional metric that classifies NANs is mainly the security and quality of service
requirements that ensure performance is maintained throughout the application of such routing protocols
in bidirectional communications. Fig. 5 presents the classification of routing protocols for premises
networks and medium area networks respectively. The illustrated demonstration branches out a set of
routing protocols that are employed such as IPv6 routing algorithms, ZigBee standard routing algorithm,
RPL routing protocol associated for low power consumption mesh networks and many more exponentially
increasing routing protocols that are integrated for various networking topologies.

Numerous routing protocols are exponentially introduced with various packet routing mechanisms that
ensure improved performance metrics such as identification of shortest possible path for packet delivery,
success ratio of delivery, possible packet delay and the possible number of transmissions within the
network. In addition, application-based performance indicators are reflected such as the packet delay
variation (PDV) i.e., jitter rate that indicates the quality of service for the given network as per the utilized
application within the multi-layer smart grid architecture.

Smart Grid Routing
Classification

Premises area networks Medium area networks
(HANs) (NANs)

Security based QoS Based
Routing for Routing for
Wireless Wireless

Wireless
Routing Protocols

Wired Routing
Protocols

Wireless
hnologi

Wired ‘ ‘ Hybrid

[

Specific designed
Protocols

Adapted from
wireless technologies

Fig. 5. Routing protocols based on network classification criterion

III. PROMINENT CHALLENGES IN SMART GRID MULTI-LAYER COMMUNICATION MODEL

The smart grid multi-layer architecture provides numerous benefits that possibly enhance the concept
of power flow communication between utility and clients through multiple networking schemes. However,
networks are prominent to have tradeoffs that needs to be considered and multiple factors are required to
maintain the performance of the established network. Furthermore, the arising upgrade in the present



communication-networking infrastructure that shifts from unidirectional to bidirectional raises multiple
challenges that are elaborated in the following subsections.

A. Lack of Interoperability and node communication

Heterogeneity between nodes communicating in the smart grid multi-layer architecture may cause a
serious problem in successful exchange of data between different entities that deploy different routing
protocols. Therefore, the ability for successful communication between various entities within the highly
complex smart grid architecture is such an important aspect. To overcome communication obstacles
between multiple entities, the possible integration of IP gateway nodes to identify various types of
protocols that are incoming from the present applications and interfaces, this in hand would successfully
bring upon communication of different protocols. Conversely, the possible deployment of gateway nodes
throughout all layers of the network may not be completely feasible. This would possibly introduce the
need for protocol unification between network layers and deploying standard routing protocols to address
the communication between the multi-layer architecture. Example of IPv6 protocols may be common
between nodes for common communication capability.

B. Support for established Power Grid Architecure

Established power grids were designed for unidirectional power flow communication without the long-
term consideration of communication schemes that enable bidirectional power flow i.e., smart grid
topologies. Such obstacle poses a threat for data centralization from associated consumers and applications
that are in communication with the utility side. The major communication link that is majorly influenced
by this are the medium link communications i.e., NAN/FAN interfaces that communicate between large
area networks that take place in the form of distribution stations. In practice, data concentrators are
employed to transmit premises network applications to wide area utility networks. Possible connection is
done through the deployment of wireless mesh networks that utilize various connection technologies as
aforementioned. This in fact enables control of user-end appliances through the network hierarchy.

C. Cybersecurity management and data integerity

A crucial challenge that the smart grid architecture fully relies on is the security requirement. Important
nodes that are responsible for the power transmission and distribution are mainly prone to possible
insecurity and highly threatened external outbreaks [28]-[30] The necessary need for complete security
would prevent external and unauthorized infiltration that could alter the existing routing table mechanisms
or network identification data that may lead to possible data alteration during communication of data
between established nodes within the network. Furthermore, data protection is highly significant to be
maintained since consumers communicate their power consumption to the utility through the smart
metering infrastructure and the control servers, leading to essential equipment of concealment of such
information. As a result, routing data schemes may be employed to take specific routing paths, which goes
through a designated utility or third part company without external infiltration [31], [32] Therefore,
fundamentally designing routing protocols to support data protection for multiple smart-grid applications
to provide authentication and integrity for the routing of data within the multi-layer network. Fig. 6
illustrates the subsequent infiltrations and security threats that smart grid network communications are a
continuous threat to be tackled through various cyber security management measures.
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Fig. 6. Classification of potential cyber security attacks on smart grid communications

D. Employed Delay requirements for effective data transmission

The process of data transmission and centralization is subject to possible delays during the routing
process. Critical selection of latency is required for wide area network applications that are associated
with the transient stability of the power systems that supply to the whole network. As demonstrated in
Table II, network requirements for such WAN applications explicitly rely on the minimum delay
requirement and reliability to transmit data appropriately. For instance, the common control center that
monitors and commands over the electrical network requires sending commands over the distribution lines
at minor intervals that are equivalent to milliseconds. This in hand appropriately aligns the commands to
operate in real time conditions and avoid subsequent outage within the electrical network that may affect
it severely. Employment of such network requirements can be realized through the deployment of high-
end communication technologies that support high data transmission rates that cover the scale of wide
area networks. Relevant communication technologies that are implied such as fiber optics technologies
that suit high-speed data transmission suitable for minor network latency at delay sensitive applications.
Apart from utilizing high bandwidth communication technologies, delay minimization can be achieved
through the possible congestion control techniques that eventually would give higher importance of certain
channels within the network of which its essential for their information to be transmitted without congested
delay [28].

IV. CIRITICAL REVIEW & FUTURE PROGRESSION

The IEEE founded the multi-layer smart grid architecture standards in the year 2010. The architecture
was founded through the implementation of three area networks that comprise that are hierarchical in nature
each serving multiple applications from the consumers’ households all the way to the distribution and
generation stations that are operated under various bandwidth and latency requirements to ensure real time
operation for the power grid. Extensive discussion in the literature discusses the fundamental concept of
these networks with their proposed communication and routing schemes.

However, current rapid progression in communication technologies and advancements in networking
such as the recent 5" generation and upcoming 6" generation communication algorithms, the
communication bandwidth is exponentially scaling that would lead to enlarge the smart grid
implementation on large scale electrical networks across country level scale. Cloud computing technologies
and artificial intelligence forecasting would lead to massive improvement in broadband technologies that
in fact would provide higher reliability in the smart grid communication model. Therefore, large
improvement on the communication and networking prospects can be sought for to shift from the
fundamental proposed networking structure to a largely improved networking architecture that can easily
cope with the present communication advancements.



Furthermore, the steady introduction of the Internet of Things (IoT) phenomena would enable the smart
communication between the various components that are present within the smart grid architecture [33].
Such reliable and prospective communication technology that centralizes data communication between
devices would ensure effective communication in real time between different layer applications. However,
major research requirements are necessary for its deployment due to the various concerns that may be
presented. Major security threats that deal with character impersonation and possible data integrity issues
that deal to losing data confidentiality and possibly alter them that could possibly harm the electrical
network as a result. This would in hand propose various security schemes that capture infiltrators bypassing
the possible user authentication.

Nevertheless, performance enhancement and routing of data between consumers and utilities through
the IoT data centralization provides major research interest. This provides much more convenient data
communication and real time performance between premises and wide area networks that would sustain
the network from possible cascading outages that could heavily affect the stability of connected nodes
within the network i.e., consumer appliances or smart meters. Furthermore, gateway nodes can be reduced
through the centralization of IoT communication technologies that utilize common routing protocols that
would share data within the neighborhood/field area networks region, and this tremendously reduces cost
consumption and potential error correction within the network. Therefore, enhancement of communication
technologies and coping within the recent advancements of communications such as 5G and upcoming 6G
technology would present large feasibility for bidirectional smart grid technology and an improved
networking architecture that serves up to the highest standards for practical cases.

V. CONCLUSION

In conclusion, the foundations of the networking paradigm presented by the IEEE in the year 2010
through the NIST proved to pave the way to modernize the existing unidirectional conventional power grid
through the introduction of a bidirectional smart grid. The interconnecting network established various
communication schemes between the various smart applications to ensure proper data usage between
consumer and utility companies. Furthermore, proper data usage between premises network and control
centers would enable smart adjustment of electricity to meet the energy requirements during different
phases of the day. Substantial upgrade in existing power grids would enable large interconnection between
countries under enhanced security and communication advancements to cope with the recent
communication technologies such as 5G and upcoming 6G technologies. Furthermore, real time data
centralization at utility control management centers would lead to effective data communication during all
phases of the day. Simulation and practical implemented models are heavily required to test appropriate
routing protocols to match the requirements needed by each network layer present within the smart grid
multi-layer architecture to overcome the node heterogeneity challenge as well as multiple security
challenges that may be a result of such smart network.
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